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Abstract:

In this article, the conceptual model of the national segment of the Internet network in the e-
government platform is researched. a mechanism for protecting information from attacks in
domains located in the national segment of the Internet network is proposed.
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Convenience, transparency and reliability of socio-economic interactive services provided by
specialists of all state and non-state organizations in society to citizens (with registration to all
Internet users) are directly related to the usability of the “.uz”” domain platform of the national
segment of the Internet network. is a related issue. In addition, the “.uz”” domain of the Internet
network, in turn, determines the following:

- of the “.uz” domain in the technological processes of state administration ;

- in the “.uz” domain of the Internet network ;

- the presence of possible threats and protection mechanisms directed to the “.uz”
domain of the Internet network .

in the “.uz” domain and ways to protect them can be suggested as follows. It includes networks
of interconnected state organizations, a complex security system, a cloud platform of the ".uz"
domain that provides data exchange and application support, and the interconnection of offices
for state agencies and administrative services. can be expressed in the form of a conceptual
model of the “.uz” domain in the e-government platform, which includes the centralization and
unification of the communication platform and network operation, system maintenance and
service management .
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Figure 1. Conceptual model of the national segment of the Internet network in the e-
government platform

In turn, a cloud platform is offered as a solution to ensure security in the infrastructure of the
“.uz” domain, and the main task is to build a complex system of network security for protection
against unauthorized access and cyber attacks, along with the data reception, processing and
transmission module. . Generally, “.uz” domain security is required to be protected with a level
3 information protection system based on the world standard and national standards. In
addition, “.uz” domain security information using systems that support visual network
monitoring and protect users from internal and external threats with the help of comprehensive
security protection.
In this case, comprehensive protection - meeting the requirements of the “.uz” domain and
secure integration into electronic government systems created the following advantages:
- simplified management of access to the Internet, that is, the possibility of minimizing
information security risks;
- asingle security platform, i.e. the ability to visually monitor traffic and effectively manage
risks;
- providing level 3 protection in network isolation and access control;
- collects information about various security incidents and activates protection mechanisms
to identify threats in the “.uz” domain .
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Figure 2. The main components of the comprehensive protection of information security in
the “.uz” domain

Based on these advantages, it is possible to protect against potential threats to web applications
and resources located in the “.uz” domain. As a result, the following opportunities are created:
- the website and web resources ;
- ensure the security of files on the web server;
- organization of a simplified security audit;
- m ensuring the security of data processing centers;
- organizing work online;
- securing network boundaries.
The information gathering function of a multi-layered security system causes the system to
send alerts and reports when security threats are detected.
In the principles of information security for the security of web applications and resources
located in the “.uz” domain, presented in international standards, it is recommended to use a
multi-level approach to information security in order to protect their systems from all sources
of threats. But this does not always mean that it is appropriate. Such situations are appropriate
only in the local or corporate network of the organization, otherwise, it is not recommended in
the global network.
Based on this, the infrastructure of web applications and resources located in the ““.uz”domain
serves as a system of information security. Protection in this way allows to fight and prevent
information security incidents caused by internal or external threats to web applications and
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resources located in the “.uz” domain in several formats . The proposed method consists of
two separate solutions for estimating information security in web applications and resources
located in the “.uz” domain, that is, a solution for incidents caused by external threats and a
solution for security incidents caused by internal threats. In this, structured and unstructured
threats are considered as internal and external threats. When implementing the proposed
method, it is necessary to ensure a high level of filtering of data in the “.uz” domain, blocking
external attacks .
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