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Abstract: Day by day, more and more people are using internet all over the world. It is 

becoming a part of everyone’s life. People are checking their e-mails, surfing over internet, 

purchasing goods, playing online games, paying bills on the internet etc. However, while 

performing all these things, how many people know about security? Do they know the risk of 

being attacked, infecting by malicious software? Even some of the malicious software are 

spreading over network to create more threats by users. How many users are aware of that their 

computer may be used as zombie computers to target other victim systems? As technology is 

growing rapidly, newer attacks are appearing. Security is a key point to get over all these 

problems. In this thesis, we will make a real life scenario, using honeypots. Honeypot is a well 

designed system that attracts hackers into it. By luring the hacker into the system, it is possible 

to monitor the processes that are started and running on the system by hacker. In other words, 

honeypot is a trap machine which looks like a real system in order to attract the attacker. The 

aim of the honeypot is analyzing, understanding, watching and tracking hacker’s behaviours in 

order to create more secure systems. Honeypot is great way to improve network security 

administrators’ knowledge and learn how to get information from a victim system using 

forensic tools. Honeypot is also very useful for future threats to keep track of new technology 

attacks.  
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Introduction: Honeypot  systems  are  extensively  used  in  Intrusion  Detection technology.  

Honeypots can be defined as systems  used to entice attackers, intruders, malicious users away 

from  the  main  systems.  Honeypots  have been  designed  with  the aim to distract the attackers 

from critical systems and to  gain  vital  information  about  their  malicious  activity.  First of 

all, a honeypot is a computer system. There are files, directories in it just like a real computer. 

However, the aim of the computer is to attract hackers to fall into it to watch and follow their 

behavior. So we can define it as a fake system which looks like a real system. They are different 

than other security systems since they are not only finding one solution to a particular problem, 

but also they are eligible to apply variety of security problems and finding several approaches 

for them. For example, they can be used to log malicious activities in a compromised system, 

they can be also used to learn new threats for users and creating ideas how to get rid of those 

problems. Honeypot  systems are  developed with  fake  information  so  that it appears 

important. The system is often equipped with  monitors and event loggers.   This equipment 

monitor,  keep  an eye on all the accesses and activity carried  on honeypot.   In  this  way,  who  

so  ever  accesses  honeypot  becomes  a  suspect. Honeypot can be said to  be a trap, as it  is 

https://ieeexplore.ieee.org/search/searchresult.jsp?matchBoolean=true&queryText=%22Index%20Terms%22:Handheld%20computers&newsearch=true
https://ieeexplore.ieee.org/search/searchresult.jsp?matchBoolean=true&queryText=%22Index%20Terms%22:Decision%20support%20systems&newsearch=true
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set  for  trapping  the  adversary.    All  the  data  from  honeypot  is  recorded.  These  records  

are  analyzed  to  learn  about  new  attack  patterns which  pose a  threat  to vital  resources.  

The  value of honeypots and the problems they help solve depend  on how you build, deploy, 

and use them.  Honeypots are  of no use if they are not attacked. Fig. 1 gives an idea of  

honeypot systems.   

Characteristics of Honeypot Systems:  

1) Honeypot plays a significant role in preventing the attacks  and malicious activities.  

2)  It improves the attack detection time, response time. 

3)  It  extracts  the  intrusion  behaviour  profiles,  system  behaviour and methods used to 

launch attacks.   

4)  It intercepts the behaviour patterns of adversary.  

5) It records all the activities of Intruder.  

6)  They can be physically deployed or can be virtually set up.  

7) Honeypots are expected to have zero false alarms.  

  

 
Figure.1 Honeypot Systems 

Honeypots  collect  data  which  is  of great  value.  It  gathers  precise data which is easy to 

understand. This facilitates easy analysis of data.   

Honeypot is a system or computer that is deliberately "sacrificed" to be the target of attacks 

from hackers. The computer serves every attack done by hackers in the penetration of the 

server. This method is intended for the administrator of the server to be attacked to know the 

penetration tricks that hackers do and can anticipate in protecting the real server. Any action 

was taken by an intruder trying to connect to the honeypot, then the honeypot will detect and 

record it. A Honeypot is a source of information systems that are usually designed to detect, 

trap, in an attempt penetration into the system. Generally, the honeypot consists of computers, 

data, and network segments that look Honeypot also have a monitoring feature to monitor 

attacker activity when Enter into the honeypot system. Known activities include ports being 

attacked, commands typed by attackers, and alterations by attackers on a fake server honeypot. 

This can be exploited by the Network Administrator as input to patch the actual system, 

configuring the original network segment for early prevention. 

 

Materials: Honeypot can literally be a computer which can act as a source for attacks. It attracts 

the hackers to try hacking it which in turn may log the techniques used by the attackers. This 

log is  useful to prevent such attacks to the legitimate network. Honeypot computer usually do 

not have any important  data or information to be secured. It only has fake services running on 

its ports to attract the attackers.  
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Methods: Honeypots can capture attacks and give information about the attack type and if 

needed, thanks to the logs, it is possible to see additional information about the attack. New 

attacks can be seen and new security solutions can be created by looking at them. More 

examinations can be obtained by looking at the type of the malicious behaviors. It helps to 

understand more attacks that may happen. Honeypots are not bulky in terms of capturing data. 

They are only dealing with the incoming malicious traffic. Therefore, the information that has 

been caught is not as much as the whole traffic. Focusing only on the malicious traffic makes 

the investigation far easier. Therefore, this makes honeypots very useful. For the only malicious 

traffic, there is no need for huge data storage. There is no need for new technology to maintain. 

Any computer can be used as a honeypot system. Thus, it does not cost additional budget to 

create such a system. 

 

Results: We studied all level of interaction honeypots and configured them. As first level of 

interaction honeypot, we deployed Honeyd. We explained the logic behind it and installed it 

correctly. Our findings about Honeyd are; Honeyd is the most popular low interaction honeypot 

but its problem is its age. The project is opensource but part of it is outdated and nobody seems 

to upgrade it. On the other hand hacker tools are evolving, so identifying this honeypot is not 

hard. Honeyd is using an old version on Nmap fingerprint to create fake virtual operating 

systems so by using a newer version of Nmap, the fake operating systems will not be 

recognized and Nmap will detect that there is a problem. Another limitation of Honeyd is the 

scripts bound to the different ports. With a basic scan it is possible to find which ports are open 

but as soon as the attacker tries to actually connect on a port, he will realize the service is fake. 

For example the script used for a Web server, by connecting it using telnet, thew server should 

send back replies but nothing is happening. Another problem is one cannot understand if there 

is an incoming attack to the system or not. Because there is no such alarm system that can make 

you understand that there is an attack. Information gathering is not very smart either. As a result 

the hacker can understand quickly that there is something wrong with the target and will abort 

his attack. Even unprofessional intruders can compromise the honeypot without spending too 

much time on it. Because it is very popular and easy to use well known techniques such as 

Nmap. There is no additional approach needed for it. Our second step was to configure medium 

level interaction honeypot Nepenthes. We explained how it works and how we studied on it in 

implementation part. However, we found some problems with Nepenthes too. First of all, 

Nepenthes is for capturing malware over internet. It is mostly used for this aim. Thus, it must 

be implemented very rapidly since threats for users over internet are increasing dramatically 

day by day. Nepenthes could not keep up with new threats. As new threats are arriving and 

Nepenthes is not up to date, it will not be able to capture malware. Another problem comes 

from the shellcode. Shellcode manager should consider about shellcode and understand it. As 

new threats cannot be captured, new exploits cannot be captured either. Furthermore, as we are 

investigating the problems and security flaws in our experiment, there is an important security 

flaw in Nepenthes structure. Nepenthes do not have transport layer security. Transport layer 

security is a protocol that gives security for communications throughout the internet. We think 

it is a real problem for honeypot deployment. Some malware exist on port 445 that are being 

involved with each other which are “LSASS, PNP, DCOM, ASN1, ms06-070, ms08-067”. 

When this kind of interference happens, we are not sure about the replies either. It creates a big 

mess between modules. (Schloesser M., (2009)). Figure 8.1 is showing the attacks observed 

according to Maheswari V. & Sankaranarayanan Dr.P.E., (2007). 
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Conclusion: Honeypots are a potential tool in the world of security.  They provide an added 

benefit  if they  are used  with firewalls  or  intrusion  detection  systems.  They  are  available  

for  commercial  as  well  as  research  purposes  and  are  quite  flexible  to  fulfill  our  

requirements.  Honeypots  have  been  used  in  various  deception  techniques  like  Honey  

farms, Simple  port  listener,  honeypots  as  mobile  code  throttlers, Random  Servers, digital  

breadcrumbs.   Thorough  care must be taken while deploying honeypots as it involves  

substantial amount of risk. Hence, a tight risk analysis needs  to  be  done prior  to  deployment. 

Also strict  rules  must be  framed  for  the  maintenance  purpose.  They  are  cheaper,  flexible,  

provide  low  false  positive  rate,  can  extract  encrypted data. Laws and legal issues must be 

considered for  deploying  honeypot  systems.  Honeypots  can  reap  great benefits if they are 

used in a smart way by using various new technology trends.   
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