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Abstract: Annotation: this thesis deals with issues in the field of the information society and information
security. In addition, a comparative analysis of the legal practice of foreign countries is carried out and
methods for resolving the problems that have arisen in ensuring cybersecurity are considered. And also based
on the study, some conclusions were drawn and recommendations were given.
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AHHOTAIMA. B JIaHHOM TE3UCE PACCMOTPEHBI BOMPOCH B cdepe HHPOPMAIIMOHHOTO OOIIeCTBa U
nHpopmanoHHoH OezonmacHocTu. Kpome TOro, mpoBOAUTCS CPaBHUTENBHBIN aHAINU3 MPABOBOW MPAKTUKU
3apyOeXKHBIX CTPaH ¥ PACCMOTPEHBI METOABI Pa3pelICHHs BO3ZHUKIINX TPOOJeM MO0 00eCIeUYeHUIO
KHOEepOe30IMacHOTH. A TaK e UCXOs U3 MPOBEIEHHOI0 UCCIICIOBAHUSI C/IeJIaHbl HEKOTOPBIE BHIBOJIBI U TAHBI
PEKOMEH IAIINH.

KiroueBble cjioBa: ukudepnpano, kubepoe30nacHoOCTb, Kubeparaka, Kubepyrposa, 3apyOeKHbIN OIIBIT.

The current stage of development of the world community is characterized by the globalization of the
information sphere, the formation of signs of the information society, which significantly affects the area of
legal relations and relevant regulators. The Internet is the entity that stimulates globalization in other areas of
social life and influences the role of the legal system. the active development of information technologies, the
global Internet is developing at a colossal pace, both in quantitative and qualitative terms (the number of
operators and users of the Network is increasing, the range of services being provided is expanding). With the
emergence of new public relations associated with the use of the Internet, legal regulation in this area is of
particular importance, which will ensure the sustainable and effective development of legislation in the field
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of relations on the Internet. These changes exacerbate the problem of the rule of law and raise the question of
the formation of a rule of law society.

In conclusion, it is worth noting that restrictive measures introduced in the world contributed to the accelerated
development of distance learning, telemedicine, online commerce and other areas. But along with this, the
challenges of information security have become much more acute, the level of cybercrime, various risks and
threats in this area has increased dramatically, ranging from the dissemination of distorted information and
counterfeit medicines to various forms of online fraud and hacker attacks. The Internet has become
increasingly used to disrupt the performance of information and communication networks, critical
infrastructure of the state, as well as interference in the private life of citizens. And the cross-border nature of
these threats dictates the need to complement national efforts with collective action at the regional and
international levels.

Based on the foregoing, we can understand that there are some problems in ensuring cybersecurity. We have
already understood that state intervention is necessary to ensure and implement cybersecurity, since it is the
state that acts as a guarantor to ensure our rights. In addition, it should be noted that the legislation of the
Republic of Uzbekistan comes from the idea of a personality, a society, a state, the state policy of the Republic
of Uzbekistan in the field of cybersecurity is aimed primarily at ensuring the constitutional rights of citizens
of the Republic of Uzbekistan, protecting the rights of each segment of the population and ensuring security
in the whole state. | pursue these goals, then some situations that require an urgent solution will be described.
Therefore, based on the above analysis in the dissertation work, we will give our decisions based on foreign
experience, logical thinking and the legal framework.

The President signed the Law No. Z R U-764 dated Aprit-25, 2022 “On Cyber$ecurity”. The law consists of
8 chapters and 40 articles, the Document is published in the National Database of Legislation and will come
into force on 17.07.2022 .1

Drawing conclusions, it is worth noting that one of the main laws in the field of cybersecurity will soon come
into force. But in our opinion, we should think about how to create more detailed and narrow-profile norms
that not only regulate certain legal relations, but define and regulate them. We can see this kind (nature) of
norms in the practice of foreign countries of the Council of Europe.

In addition, attention should be paid to the creation of high-quality and impenetrable security programs. As
far as we know, we have state programs to ensure security of various categories, which must correspond to a
certain level of protection. And for the highest protection, employees should be trained who can develop and
further refine the system in case of detection of vulnerabilities. Here, it is necessary to place emphasis on the
training of highly qualified and efficient personnel.

And speaking of the vulnerabilities of the software system, one should pay attention to the experience of the
United States. For example, the first program called Hack the Pentagon (“Hack the Pentagon ) ran from
April 18 to May 12, 2016. During this period, 138 unique and legitimate reports of security holes were
submitted. There is such a notion that the creator himself in rare cases can truncate the vulnerable sides, and
therefore another person should check for strength. There are a number of benefits to this experience:

- firstly, this is a chance for hackers to demonstrate and test their skills;

- secondly, hackers are rewarded and, in addition, legally hack the system;

- thirdly, the state recognizes the vulnerabilities of the system, but at the same time finds new personnel.

In this connection, in Uzbekistan, too, introduce a system of rewards for legal hacking of the system and the
discovery of vulnerabilities.

And also, | would like to note that the state often takes on great responsibilities, in connection with which the
achievement of the goals set may be delayed. And in order to develop the economy and the private sector,
some aspects of cybersecurity should be transferred to the private sector. That is, if you pay attention to the
experience of the Republic of Kazakhstan, they transferred the provision of cyber security to the private sector,

1See:https://www.norma.uz/novoe v zakonodatelstve/prinyat zakon o kiberbezopasnosti
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delegated their responsibilities. The private sector, by obtaining a special license, carries out its activities, in
turn, the state conducts supervision (control) on the conscientious fulfillment of its obligations.
In addition, in our opinion, when exposing intruders, it is very difficult to find out | P-addresses, and therefore
one should pay attention to the digital trace. In this connection, with specialists in this field, it is necessary to
develop methods and methods for exposing the guilty person wherever he (she) is. Today, access to the
network is carried out through VPN and this is one of the problem points.




